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DATA PROTECTION POLICY 

1 CONTEXT AND OVERVIEW 

1.1 Introduction 

Arcus Consultancy Services Ltd (“the Company”) must gather and use certain information 

about individuals in the course of business.  “Individuals” or “data subjects” can include not 

just employees but also suppliers, subcontractors and clients.  This policy describes how this 
personal data must be collected, handled and stored to comply with the law.  It should be 

read in conjunction with our Privacy Statement (Appendix 1) and Personal Data Retention 
Policy (Appendix 2), both of which provide more information on what personal information 

we process and how long this information is kept for. 

1.2 Why this policy exists 

This policy ensures the Company complies with data protection law and follows good practice 

in order to protect the rights of employees, clients and partners and prevent risk of a data 

breach.  The policy sets out how the Company stores and processes individuals’ data. 

1.3 Data protection law 

The Data Protection Act 2018 and General Data Protection Regulation (GDPR) describes how 

organisations must collect, handle and store personal information (electronically, on paper, 

or in any other way), stating that it must be collected and used fairly, stored safely and not 

disclosed unlawfully. 

The Data Protection Act sets out the eight key principles on managing personal data, namely 

that it must: 

• Be processed fairly and lawfully; 

• Be obtained only for specific, lawful purposes; 

• Be adequate, relevant and not excessive; 

• Be accurate and kept up to date; 

• Not be held for any longer than necessary; 

• Processed in accordance with the rights of data subjects; 

• Be protected in appropriate ways; and 

• Not be transferred outside the European Economic Area (EEA), unless that country or 

territory also ensures an adequate level of protection 

2 PEOPLE, RISKS AND RESPONSIBILITIES                              

2.1 Policy scope 

This policy applies to all branches of the Company including all employees, volunteers, 
contractors, suppliers and any other people working for or on behalf of the Company.  It 

applies to all data that the Company holds relating to identifiable individuals, even if that 
information technically falls outside of the Data Protection Act 2018 and GDPR. This data can 

include (but is not limited to) names, addresses, email addresses, telephone numbers and 

other information relating to the individuals. 

2.2 Data protection risks 

This policy helps to protect the Company from serious data security risks, including breaches 
of confidentiality (e.g. information being given out inappropriately), failing to offer choice (all 

individuals should be free to choose how the Company uses data relating to them) and 

reputational damage (e.g. if hackers were to access sensitive data). 
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2.3 Responsibilities 

Everyone who works for or with the Company has responsibility to ensure data is collected, 
stored and handled appropriately.  Each individual handles personal data must ensure that it 

is handled and processed in line with this policy.  

The Operational Management Team’s (OMT) responsibilities include: 

• Reviewing all data protection procedures and related policies, in line with an agreed 
schedule; 

• Signing off on requests from individuals to see the data the Company holds about them 

(also called ‘subject access requests’); 

• Checking and approving any contracts or agreements with third parties that may handle 

the Company’s sensitive data; 
• Approving any data protection statements attached to communications such as emails 

and letters; 

• Addressing any data protection queries from journalists or media outlets like newspapers; 
and 

• Where necessary, working with other staff to ensure marketing initiatives abide by data 

protection principles. 

 

The IT Manager is responsible for: 

• Ensuring all systems, services and equipment used for storing data meet acceptable 

security standards; 

• Performing regular checks and scans to ensure security hardware and software is 
functioning properly;  

• Evaluating any third-party services the Company is considering using to store or process 

data.  For instance, cloud computing services; and  

• Arranging data protection training and advice for the people covered by this policy. 

 

The HR Manager is responsible for: 

• Keeping the OMT updated about data protection responsibilities, risks and issues; and 

• Ensuring employee details are stored securely, with the assistance of the IT Manager. 

 

The Finance Director is responsible overall for ensuring compliance with the Data Protection 

Requirements and with this policy.  Any questions about the operation of this policy or any 
concerns that the policy has not been followed should be referred in the first instance to the 

Finance Director or reported in line with the Company’s Whistleblowing Policy. 

3 GENERAL STAFF GUIDELINES  

Data covered by this policy should only be accessed by those who require it to carry out their 

work and must not be shared informally.  When access to confidential information is required, 
employees can request it from their line managers.  The Company will provide training to all 

employees to help them understand their responsibilities when handling data. 

Employees can help keep data secure by taking the following precautions: 

• Strong passwords must be used and should never be shared; 

• Personal data should not be disclosed to unauthorised people, either internally or 

externally; 

• Data should be regularly reviewed and updated or deleted/ shredded if no longer 

required; and 

• Employees should request help from their line manager or the IT Manager if they are 

unsure about any aspect of data protection. 
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3.1 Data storage 

When data is stored on paper, it should be kept in a secure place where unauthorised people 
cannot see it, including data which is usually stored electronically but has been printed out.  

When not in use, paper files must be stored in a locked drawer or filing cabinet.  Employees 

should ensure paper and printouts are not left where unauthorised people could see them 
(e.g. on a printer).  Data printouts and paper files should be shredded and disposed of 

securely when no longer required. 

When data is stored electronically, it must be protected from unauthorised access, accidental 

deletion and malicious hacking attempts by taking the following measures: 

• Data should be protected by strong passwords that are changed regularly and never 

shared between employees; 

• If data is stored on removable media (like a CD or DVD), these should be kept locked 
away securely when not being used; 

• Data should only be stored on designated drives and servers, and should only be 

uploaded to an approved cloud computing service; 

• Servers containing personal data should be sited in a secure location, away from general 
office space; 

• Data should be backed up frequently and those backups should be tested regularly, in 

line with the Company’ standard backup procedures; 

• Data should never be saved directly to laptops or other mobile devices like tablets or 
smart phones; and 

• All servers and computers containing data should be protected by approved security 

software and a firewall. 

Questions about storing electronic data safely can be directed to the IT Manager, or to the HR 

Manager regarding storing hard data such as paper files. 

3.2 Data use 

When personal data is accessed and used by the Company it can be at risk of loss, corruption 

or theft.  When working with personal data, employees should ensure the screens of their 

computers are always locked when left unattended.  Personal data should not be shared 
informally and, in particular, by email as this form of communication is not secure.  Data must be 

encrypted before being transferred electronically.  The IT Manager can explain how to send 
data to authorised external contacts.  Personal data should never be transferred outside of 

the European Economic Area, without prior consent from the individual.  Employees should 
not save copies of personal data to their own computers. Always use the central copy when 

accessing or updating any data.  If employees receive emails containing personal data such 

as medical information, they should be forwarded to HR to store appropriately and then 

deleted immediately. 

3.3 Data accuracy 

The law requires the Company to take reasonable steps to ensure data is kept accurate and 

up to date.  The more important it is that the personal data is accurate, the greater the effort 

the Company should put into ensuring its accuracy. 

It is the responsibility of all employees who work with data to take reasonable steps to ensure 

it is kept as accurate and up to date as possible by ensuring the following: 

• Data is held in as few places as necessary. Employees should not create any unnecessary 
additional data sets; 

• Employees should take every opportunity to ensure data is updated; and 

• Data should be updated as soon as inaccuracies are discovered. 
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3.4 Breach of data 

If personal data is accessed by unauthorised persons, the data breach must be reported 
immediately to the Finance Director or a member of the OMT in his absence, who will ensure 

that any significant breaches are reported to the Information Commissioner’s Office within 72 

hours.  An example of a data breach would be sending an emailing containing personal data 

to the wrong email contact, or being infected with an electronic virus. 

Breach of this policy may be dealt with in line with the Company Disciplinary Policy.  If it is 

considered that a criminal offence has occurred the police will also be notified. 

4 SUBJECT ACCESS REQUESTS                                                                                  

All individuals whose data is held by the Company are entitled to: 

• Ask what information the Company holds about them and why; 

• Ask how to gain access to it; 

• Be informed how to keep it up to date; and 

• Be informed how the Company is meeting its data protection obligations.  

If an individual requests the above information, this is called a subject access request.  Subject 

access requests should be made by email to the Finance Director or another member of the 

OMT.  The Finance Director will aim to provide the relevant data within one calendar month. 

5 DISCLOSING DATA FOR OTHER REASONS              

In certain circumstances, the Data Protection Act allows personal data to be disclosed to law 
enforcement agencies without the consent of the data subject.  Under these circumstances, 

the Company will disclose requested data, however only after ensuring the request is 

legitimate and seeking assistance from legal advisers where necessary. 

6 INFORMATION 

The Company aims to ensure that individuals are aware their data is being processed and that 
they understand how their data is being used and how to exercise their rights.  To these ends, 

the Company has a privacy statement, setting out how data relating to individuals is used by 

the Company. 
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APPENDIX 1 - ARCUS CONSULTANCY SERVICES LIMITED PRIVACY 
STATEMENT 

1 POLICY STATEMENT 

Arcus Consultancy Services Limited (“the Company”) must gather and process certain 

personal information about individuals in the course of business.  It is important that this 
information is handled lawfully and appropriately in line with the requirements of the Data 

Protection Act 2018 and the General Data Protection Regulation (collectively referred to as 

the ‘Data Protection Requirements’). 

The Company takes our data protection duties seriously, because we respect the trust that is 

being placed in us to use personal information appropriately and responsibly. 

2 WHAT IS PERSONAL DATA? 

Personal data means data (whether stored electronically or paper based) relating to a living 

individual who can be identified directly or indirectly from that data (or from that data and 

other information in our possession).   

Processing is any activity that involves use of personal data. It includes obtaining, recording 
or holding the data, organising, amending, retrieving, using, disclosing, erasing or destroying 

it.  Processing also includes transferring personal data to third parties.   

Sensitive personal data includes personal data about a person’s racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership, genetic, 

biometric, physical or mental health condition, sexual orientation or sexual life. It can also 
include data about criminal offences or convictions.  Sensitive personal data can only be 

processed under strict conditions, including with the consent of the individual. 

3 DATA PROTECTION PRINCIPLES 

Anyone processing personal data, must ensure that data is: 

• Processed fairly, lawfully and in a transparent manner; 

• Collected for specified, explicit and legitimate purposes and any further processing is 

completed for a compatible purpose; 

• Adequate, relevant and limited to what is necessary for the intended purposes; 

• Accurate and where necessary, kept up to date; 

• Kept in a form which permits identification for no longer than necessary for the intended 
purposes; 

• Processed in line with the individual’s rights and in a manner that ensure appropriate 

security of the personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using appropriate 

technical or organisational measures; and 

• Not transferred to people or organisations situated in countries without adequate 

protection and without first having advised the individual. 

The Data Protection Requirements are intended to ensure that it is done fairly and without 

adversely affecting the rights of the individual.  In accordance with the Data Protection 
Requirements, the Company will only process personal data where it is required for a lawful 

purpose. The lawful purposes include (amongst others): whether the individual has given 
their consent, the processing is necessary for performing a contract with the individual, for 

compliance with a legal obligation, or for the legitimate interest of the business. When 

sensitive personal data is being processed, additional conditions must be met. 
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4 NOTIFYING INDIVIDUALS 

If we collect personal data directly from an individual, the Company will inform them about: 

• The purpose for which we intend to process that personal data, as well as the legal basis 

for the processing; 

• Where we rely upon the legitimate interests of the business to process data, the 
legitimate interest is pursued; 

• The types of third parties, if any, with which we will share or disclose that personal data; 

• The fact that the business intends to transfer personal data to a non-EEA country or 

international organisation and the appropriate and suitable safeguards in place; 

• How individuals can limit our use and disclosure of their personal data; 

• Information about the period that their information will be stored; 

• Their right to request from the Company access to and rectification or erasure of personal 
data or restriction of processing; 

• Their right to object to processing and their right to data portability; 

• Their right to withdraw their consent at any time (if consent was given) without affecting 

the lawfulness of the processing before the consent was withdrawn; 

• Their right to lodge a complaint with the Information Commissioners Office;  

• Other sources where personal data regarding the individual originated from and whether 
it from publicly accessible sources; and 

• Whether the provision of the personal data is a statutory or contractual requirement, or 

a requirement necessary to enter into a contract, as well as whether the individual is 

obliged to provide the personal data and any consequences of failure to provide the data. 

If we receive personal data about an individual from other sources, we will provide them with 

this information as soon as possible (in addition to telling them about the categories of 

personal data concerned). 

5 ADEQUATE, RELEVANT AND NON-EXCESSIVE PROCESSING 

The Company will only collect personal data to the extent that it is required for the specific 

purpose notified to the data subject. 

6 ACCURATE DATA 

The Company will ensure that personal data we hold is accurate and kept up to date. We will 

check the accuracy of any personal data at the point of collection and at regular intervals 

afterwards. We will take all reasonable steps to destroy or amend inaccurate or out-of-date 

data. 

7 TIMELY PROCESSING 

The Company will not keep personal data longer than is necessary for the purpose or purposes 

for which it was collected.  We will take all reasonable steps to destroy, or erase from our 

systems, all data which is no longer required. 

8 PROCESSING IN LINE WITH DATA SUBJECT’S RIGHTS 

The Company will process all personal data in line with data subjects’ rights, in particular their 

right to: 

• Confirmation as to whether or not personal data concerning the individual is being 

processed; 

• Request access to any data held about them by a data controller; 

• Request rectification, erasure or restriction on processing of their personal data; 

• Lodge a complaint with a supervisory authority; 

• Data portability; 

• Object to processing including for direct marketing; and 

• Not be subject to automated decision-making including profiling in certain circumstances. 
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9 TRANSFERRING PERSONAL DATA OUTSIDE OF THE EUROPEAN ECONOMIC 
AREA (EEA) 

The Company may transfer any personal data we hold to a country outside the EEA or to an 

international organisation, provided that one of the following conditions applies: 

• The country to which the personal data are transferred ensures an adequate level of 

protection for the data subjects’ rights and freedoms; 

• The data subject has given his consent; 

• The transfer is necessary for one of the reasons set out in the Act, including the 
performance of a contract between us and the data subject, or to protect the vital 

interests of the data subject; 

• The transfer is legally required on important public interest grounds or for the 
establishment, exercise or defence of legal claims; 

• The transfer is authorised by the relevant data protection authority where we have 

adduced adequate safeguards with respect to the protection of the data subjects’ privacy, 

their fundamental rights and freedoms, and the exercise of their rights. 

Subject to the requirements above, personal data we hold may also be processed by staff 

operating outside the EEA who work for us or for one of our suppliers. Those staff may be 
engaged in, among other things, the fulfilment of contracts with the data subject, the 

processing of payment details and the provision of support services.  

10 SUBJECT ACCESS REQUESTS 

All individuals whose data is held by the Company are entitled to: 

• Ask what information the Company holds about them and why; 

• Ask how to gain access to it; 

• Be informed how to keep it up to date; and 

• Be informed how the Company is meeting its data protection obligations.  

If an individual requests the above information, this is called a subject access request.  Subject 
access requests should be made by email to the Finance Director or another member of the 

OMT.  The Finance Director will aim to provide the relevant data within one calendar month. 

11 BREACH OF DATA PROTECTION 

If personal data is accessed by unauthorised persons, the data breach must be reported 

immediately to the Finance Director or a member of the OMT in his absence, who will ensure 
that any significant breaches are reported to the Information Commissioner’s Office within 72 

hours.  An example of a data breach would be sending an emailing containing personal data 

to the wrong email contact, or being infected with an electronic virus.   

Breach of this policy may be dealt with in line with the Company Disciplinary Policy.  If it is 

considered that a criminal offence has occurred the police will also be notified. 
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APPENDIX 2 – PERSONAL DATA RETENTION POLICY 

 

The Company will retain the following personal data throughout the individuals’ employment or 

contract, and upon termination will retain information as listed below: 

Personal Data Rationale Location Retention Period 

Employee files, 
including performance 

and grievance details 

Legal and Contractual HR server with highly 

restricted access 

5 years (discrimination 
appeals may be 

brought against the 
Company in this 

timeframe) 

Employee emergency 

contact details 

Legal (Health & 

Safety) 

n/a One month 

Employee photographs 

on Company websites 
Legitimate interest n/a One month 

Employee Corporate 

CVs 
Legitimate interest n/a One month 

Employee bank details Contractual Company internet 
banking platform with 

highly restricted 

access 

Three months 

Employee payroll 

information (including 
Settlement 

Agreements) 

Statutory York server with highly 

restricted access 

7 years (HMRC 

requirements) 

Unsuccessful 
candidate files (e.g. 

CVs, interview notes) 

Legal York and Glasgow 
servers with restricted 

access 

6 months following 
rejection (candidates 

have 6 months to raise 

a dispute following 

rejection) 

Sub-contractor bank 

details 

Contractual Company internet 
banking platform with 

highly restricted 

access 

12 months since last 

invoice received 

Sub-contractor 

emergency contact 

details 

Legal (Health & 

Safety) 

Glasgow server with 

restricted access 

12 months since last 

invoice received 

 

 


